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The attached docurmnents have been discussed with postal management at the Washington
level and agreement was reached on the application of the Privacy Act and the Family

nd Medical Leave Act. These documents have been shared with headguarter
management personnel.

Privacy Act

The privacy of employee medical conditions is protected by law and is not affected by
supervisors’ desire to know the reasons for absences from work. The law and postal
regulations require that confidential medical records be restricted te designated officials.
The Postal Service filed in the Federal Register its approved system of records limiting
access to confidential medical records. These regulations are published in Handbook EL
806, Chapter 2.

The law and Postal Handbook EL 806 restrict access to confidential medical records,
including any medical record containing a prognosis or diagnosis, employee medical
history and fitness for duty examination. In addition, the law and regulations severely
restrict the right of disclosure and require that any disclosure be summarized on a "need
to know" basis. The employee’s medical file must reflect all disclosures, including the
requester’s name, address, and organization. Employees have the right to review their
personal file and determine to whom and when disclosures have been made.

Postal officials authorized to request confidential medical information include:

* EEO counselors and investigators
* Postal officials acting in an officiai capacity and needing information to resolve a
pending 1ssue
* Postal inspectors in performance of an official investigation
Injury compensation unit personnel
USPS attorneys
Employee Relations managers
* Union officials ‘

The asterisked (¥*) individuals must submit thewr request through the emplovee's
installation head and may not make a direct request to the medical unit for restricted
records. All requests for information must be in writing to the custodian of records before
release is made.

Ermployees may authorize, in writing, other individuals to review or receive copies of
resiricted medical records. Union representatives are not required to receive written




authorization from the employee if such information is relevant and material to collective
bargaining. The union may be required tc substantiate the precise bargaining issue,
grievance, or contemplated grievance involved and why the requested information is
relevant and material. The union official will be referred to the custodian of records for
the review.

OWCP forms including a prognosis or diagnosis are included in the category of
restricted medical records and access to the restricted medical information is [imited
to the above listed officials.

The medical professional in the Postal medical unit or a contract physician is the
custodian of medical records and is iegally responsible for the retention, maintenance,
protections, disposition, and disclosure of these records. All requests for information must
be submitted to these professionals and the records must be maintained in offices under
their supervision and control. No other postal official may retain confidential medical
records in desks, file cabinets or any other filing system.

Refer to USPS Handbook EL-806 for further information.

APWU forms have been prepared to protect employees’ privacy when they request
Family and Medical Leave. It is not required that these forms be used, but the
information on the forms must be provided. Form 3971 should not be used to request
Family and Medical Leave as it does not contain the necessary information to satisfy the
requirements of the law.

When completing Form 3971 or the appropriate APWU form, THE EMPLOYEE
SHOULD ASK THEIR PHYSICIAN IF THE INFORMATION PROVIDED
INCLUDES RESTRICTED MEDICAL INFORMATION AND, IF SO, TO NOTE
. THAT ON THE FORM. If the physician notes that the information is restricted, the
Forms should be submitted directly to the postal physician. If there is no physician
in your facility, the Form should be submitted to a postal contract physician. If the
supervisor demands to be provided the medical form containing the physician-
designated restricted information, the employee should comply after informing the
supervisor that the demand violates the Privacy Act.

Definitions of diagnosis and prognosis are as follows:

Diagnosis - Distinguishing one disease from another or the determination of the
nature of a case of disease based on signs, symbols and laboratory findings.

Prognosis - A forecast as to the probable outcome of an attack of disease or the
prospect as to recovery from 2 disease as indicated by the nature and symptoms of
the case.




The APWU forms provide basic information certifying the employee’s entitlement to
Family and Medical Leave as well as requested postal leave for payment (absences other
than FMLA). The presentation of medical imformation as contained in the forms is
sufficient to justify an absence.

Any violations of these provisions should be referrec through the local president, who,
if unable to resolve, should refer to the office of the Regional Coordinator. If the
Regional Coordinator 1s unable to correct the violation, a review will be made at the
national level. Violations of union members’ rights that cannot be resolved will be
reviewed for the initiation of lawsuits to correct the violation. Violations of the rights of
non-members should be referred to the grievance procedure.

The union will provide legal representation for union members and will initiate
grievances for requesting non-union members.

In the filing of a lawsuit, the court will have jurisdiction to:

1. amend the employee’s record

2. enjoin the Postal Service from future violations

3. Access damages of no less than $1,000, payable to the employee.
4. Fine the violating postal official not more than $5,000

Employees may bring action within 2 years of the date of violation.
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Ju}y 25,1995
Dear Ms. Rodriquez:

I am informed that many local managers continue to violate the provisions of the Family
and Medical Leave Act in requiring employees who retum from a serious health condition
to prcvicie detailed medical information or submit to a Eitness«for-éuty examination. The
Department of Labor regulations at 825.310 require that such a return to duty
certification "need only be a simple statement of an employee's ability to return to
work" If clarification of the statement is required the employer’s physician, with the
consent of the employee may seek clarification of the empioyee’s fitness to retum to work.
The employez may not dela}r the employee‘s return to work while contact with the health
care prcvicle_r is }:seing made. These provisions further provide that "No second or third
fitness-for-duty certification may be required".

Local managers reliance upon provisions of the ELM for requiring employees to submit
for fitness-for-éuty examinations when returning from absences quaiifying under the
FMLA is misplaced as these provisions are inapplicable to FMLA absences.

Please review the appropriate regu}atians and zes?cmci as to the empzoyer's unc{erskanding
of the law in the above cited circumstances,

Sincerezy,

ﬂWiﬁiam Burrus \Xb
Executive Vice President

Corine Roém’quez

Labor Relations

U.8. Postal Service

475 L'Enfant Plaza, W
Washington, DC 20260
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FMLA/PRIVACY ACT APPEALS

Employee’s name

Telephone number Hours of work
Cffice
FMLA violation Privacy Act violation Date of violation

Specific violation of employee rights

Management position

Documentation attached Yes No

Decision at installation level

Date
Local President's Signature
Decision at regional level

Date
Regional Coordinator's Signature
Decision at national level

Date
Recommend court action Yes Mo
Uir. industrial Relations’ Signaturs Date
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August 10, 1995
Dear Mr. V eg]ianite:

I have had the opportunity to review Publication 540 A Guide for Managing
Injuries, and bring to your attention provisions contained therein that

conflict with the Family and Medical Leave Act.

A jabqelateci accident or injury that quali_{ies as a serious health condition
under the FMLA is g’ovemed lay the requirernents of the Act notwithstanczing
the employees entitlement to coverage under OWCP. Specificaﬂy, a
question included in the "Questions and Answers About Managing Injuries"
states that the injurecl employee may "be examined Iay a Postal Service
physician". As you are aware, an examination lvy a USPS physician may
only be in the context as the emplﬂyee's choice of p]aysiciau or as the 2nd or
3cd examination. As the 2nd or 3d examining physician, the physician may
not be a USPS ph}rsician or one who is mutizzely used ]:;y the emyloyer. In
ad&ition, the gquestion before the 2nd physician is limited to the “aclequacy
of the documentation" submitted Ly the emylsyees physician and does not
include the listed limitations.

The quoted document also includes a requirement that "if the emplcyee
declines the limited &u‘cy ...... , he/she is to be advised of the change, and told
that if the limited clu%y is refused, the claim will be controverted. As
requixecl 13}! 825.702 (2) of the FMLA "If the employer offers such a [hght
&ui:y} position, the employea is permitted but not requirecl to accept the
position. As a result, the empioyee may no i«:mger qualify for payments from
the workers' compensation benefit z:slazaf but the emgl@yee is entitled to
continue on meait}. FMLA leave either until the employee is able to retum
to the same or equivalent job the employee left or until the 12-week FMLA

leave entitlernent is exhausted.”




Page 2 - Anthony ] Vegbante

I request that you review the referencecl Publication and initiate the
appropriate changes. In the mterim, local management should be made

aware of the inconsistencies in the Handbook.

Sin{:erely,

3 o Dusgacs

Wiﬂiam B wrrus

Executive Vice President

Ant}mny J. Veghante, Manager
Grievance & Asbitration Division
475 L'Enfant Plaza, SW
Washington, DC 20260
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AmMERICAN PosTtal WORKERS UNION, AFL-CIO

DES MOINES BULK MAiL CENTER, LocAL #7027
5806 Meredith Drive, Suite “D”, Des Moines, 1A 50322

Kevin lohn Beener
President

Deor Member,

I amv writing about o matter that iy of growing CONCer v oG oL
members, owr right to-protect owr Privacy frowy the prying evey of our
employer. This right iy especially relevant when medical issues cave rvelved,

[tway my sincerest wish that thiy letter could have come ay a joint
APWU/USPS effort. However management hay already delayed too-long and,
thiy isstie iy too important to-just ignove; Management insisty employees are
to- submit medical docwumenty to-their supervisor. The APWU feely these
dociumenty are better left entively invthe care of health care professionals.
Becawse we have not reached an agreement, we are forced to- wlilize
ewisting rules to-limit accesy to-private wedical infovmation by supervisors:

Please be aware; the impartance that each individual places on their
Privacy iy a-pevsonal choice: Thisy writing iy merely offeved asy v guide and,
WMPWMMWW%WWQ@#PVWMM chose to-
mairdnin for themgelvesy and their fomily. I realize thiy docuwment may
seenvlong, but [ feel it iy very important and wowranty carvefl veview.

Cadl-In Procedures

The currest USPS policy instructy employees reporting an absence to-
call the Resource Management Datow Office (RMD Office). When repovting
an absence, current regulations sate “the employee must notify appropriate postal
authorities of their illness or injury and expected duration of absence as soon as possible.” If youu
absence iy coveved, by the Family and Medical Leave Act (FMLA) yow showld,
indicale that the absence iy due to-o FMLA covered condition. If-the
condition hay already beew certified with-the employer, nothing else needs
to-be explained: If the condition hay not beew certified with the employer,
yow may be instructed to-obtain proper certification. Ifthat iy the case, be
swre and get the proper FMLA forms from the Uniow office.

Medical documentation needed to sulstontiate o alsence does not
need to-include a- diagnosig/prognosisy. The medical note only needs to-
indicate the employee could: not perform their “novmal’ duties, whatever
those duties entoil. For excumple:

“Please excuse Joe Brown frowr work, he was incapacitoled  dive to oo
condidion that prevended hin from lifting heavy madd bags”.
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“Dlease excuse Bowl Jones fromy work, she way incapacitated due to-a
condition that requived long peviods of rest.”

Such o document providey a- cleaw undertanding that you weve unable to-
work yet doey not conturin o diagnosis ov prognosis Please note the USPS at
the Headquartery level hay acquiesced that o diagnosis/progrnosis Ly not
required to-be included in these types of medical excuses(ref: Vegliante letter to W.

Burrus}.

IMLA Cevtificatlion

The APWI provides severad difforent forms thait showld be wsed for
Mﬁ%WWMM/WWW the protection of the Family
and Medical leave Act: TheAPWIH FMLA forms are: differeni for each FMLA
category and -only aske questions pertinent o that FMLA category. These
formg are avadlabdle o the APWU Union voonyal the BMC.

The USPS provides a-single form (WP 380) for they puspose: The USFS
Form iy v generol form wsed fov all FMLA categories and congequently asks
wnnecessary questions: Thiy wouldnw't be-a problesy i we were all FMLA
expesty: Unfortunately we are not-and neither are our doctors, so-the simple:
APWIU fovms are the best way to-gor If “yowave givess the USES formy plecse
feel free to- discand it for the APWU forms; arvaddalle in the Uniove roomw

Importanily, the APWHU FMLA formg do-not ask your doctor for
Acagnostsy prognosis: 1 n it the form specifically telly youw doctor not o
provide such information: Please take the: added Drecaulion of tinformaig:
vors doctor NOT to provide: A ALAGNOIE O PrOgIOss o1k these forms:

Inieyiniiient Alsences

Tnomany cases; employees ave cestiving themselves for inlesrmddient
absences due to-an FMLA covered condition: Whesn certifving an
intesmidient absence it iy omportant to-include the "Frequency and
Duration’” of vour expecied intermitlent absesces: That wordd be something
like; 34 episodles pey montivfor 2 -4 days per episode’”. Please be advised
that the USES compares your (nlesymillent leave wsage tor the fiequency and:
Arralion decimenied, so-adyvise yoru doctor f&wﬁ&h&gﬂm#m
Freguency and the longest duwallon expecled: This will avoid yous becng
sentfor an unnecessery medical update becaue the USFS doegrt
wndersirnd the defindtion of “expected’

Retrm o Work Clearance

This must not e confitsed withv docunesndTng an absence Relirw o
jwork docusmentation i provided to-the employer to-show anemployee iy
medically able to-retuwn (o work: Theve iy no-requurement that this
docement contain a medical diagnosisor progrosy! Ay above; ot showdd




CONLTLI Lifficeent informalion to- indicate (o-your supervisor that yow can
refu (- Wwork; withe ov withowd imidadions:  IF vowehave limddations, hose
megt e clearly indicated in the dociument:

Conunorn Sesnfe
Your supesvisor does not have a need to-know yous private medicel

isres: Hefshe doesy need to-know what vow can and cannot-do-whdle at
work; especially wherw your novmal aclivities may have been affected by a-
medical condilion: Doctorv'y notesy and the like showld be geared towards
that end: Plese feel free lo-confer with your doctor over whait informaiion
o e included o your medical excuse ov refuun to-work certification: Ity
VO PEEVECY AN your righl to-protect i







American Postal Workers Union, AFL-CIO

WiHam Burrus
Executive Vice President
{202} Ba2-4246

Mational Exetutive Board
Moe Bilter
Presiden:

Wiiliar Burnus
Executive Vice President

Dougias C. Molbrook
Secretary-Treasurer

Thomas A. Neill
fustrial Relations Director

Avert L Tunstall
Director, Clerk Division

Jemes W Ungberg
Director, Maintenance Division

Donald A, Ross
Directorn MVS Division

Ceorge N McReithen
Direciorn, SDM Division

Regional Coordinators
james B Williams
Cervral Region

Jdirry Burie
Eastern Region

Elizabetr "Liz" Powelf
Portean Regicn

Terry Stapietor
Senithern Region

Rayeteit B Mooee
Westerrs Region

1300 L Steet. NW Washingion, DC 20005

September 26, 1995

Dear Ms. Wright

This is to bring to your attention an issue of importance to postal
employees, the availability of over-the-counter medication. As you are
aware, USPS regulations have been modified to remove such medication
from existing First-Aid kits. This has resulted in reduced productivity,
availability and efficiency of employees who no longer have access to this
medication when experiencing discomfort.

I can appreciate the exposure of USPS medical officers in authorizing the
dispensation of medication that may have an adverse reaction. I suggest
that the placement of vending machines in postal facilities that dispense
over-the-counter medication and other medical products would address the
USPS concerns and provide a needed service to employees.

If you are receptive to the concept, I believe that further discussion should
ensue regarding the cost to employees. I consider this approach to be
beneficial to the Postal Service and its employees and the cost should be

apportioned.
Please respond at your earliest convenience.

Sincerely,

z}db{;,w?w%ma

William Burrus
Executive Vice President

Ms. Ann Wright, Manager

Employee Health & Services

475 L Enfant Plaza, SW - Room 9801
Washington, DC 20260
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PEOS Time ang Attendance

1211

114.2 Privacy Act Considerations

114.21 Time and atendance records contain
information about individuals, As such, they can be
handled and disclosed only in accordance with the
Privacy Act and implementing instructions.

114.22 An individual’s time and attendance records
are maintained within the Postal Service as the
Privacy System entitled USPS 050.020, Finance

Recorts-Payroll System. -
115 Division of Responsibility

115.1 Supervisor Responsibilities. A supervisor,
for purposes of timekeeping, is defined as the
person responsible for directing an employee or
group of employees in the performance of their
cuties. The supervisor is responsible for:

a. Controlling employee access 1o badges.

b. Making certain that employees clock in and
out according to their assigned schedules and work
assignments.

¢. Certifying all daily clock rings that have
heen generated by the system for full time and
part-time regular employees and that deviate from
the scheduled tour by more than §.08 hours (5
minutes).

d. Certifying all daily time and attendance
reports for all employess,

e, Processing all leave requests.

F. Processing all temporary schedule changes.

2. Completing supporting forms as required by
the procedures,

115.7 Timekeeper Responsibilities. A timekeeper
is the person responsible for keeping records of
ume worked and ieave reguested by employees,
The timekeaper could be the postmaster, supervi-
o7, or any other person whom the installation head
designates as being responsible for the dugies of 3

timekeeper. The timekeeper is responsible for:

a. Racking badges for use by the employees.

k. Correcting and adjusting daily and weekly
repores.

c. Recording scheduled and nonscheduled
ahsences.

d. Examining, cleaning, or requesting replace-
ment of employee badges.

e. Maintaining files of forms that support time
and attendance entries.

Mamihook F22, Ootobsy 1990 -
3%3

£ Assisting the supervisor as the supervisor
may require.

g. Assisting in the preparation of adjustment
requests,

A. Answering time and attendance inguiries.
i, Making leave entries for employees.

115.3 Employee Responsibilities

115.31 All employees are required to use time
recording devices daily if available or record time

on manual input forms (see part 212).

11532 All employees must enter clock rings in
proper sequence in order that the eiapsed time can
he ealculated and the administrative costs of
timekeeping can be controlied.

116 Other Timekeeping-Related Activities

116.1 Designated Adjustment Clerk. Postmasters
and instailation heads will designate an adjustment
clerk whose responsibility includes assisting em-
ployees, timekeepers, and Supervisors in making
adjustments to pay or leave balances. Empioyees
responsible for processing personnel documents or
distributing paychecks should not be involved with
the recording of time and atiendance information,
nor should the same employees be assigned as
adjustment clerks.

116.2 Designated Microfiche Custodian. Post-
masters and installation heads also designate a
microfiche custodian, who is responsible for
mainiaining files of microfilm for pay periods prior
w 11-80, and microfiche files for pay periods
subsequent to 10-80. This responsibility shall be
given to an employee not personally engaged in
preparing or approving time and atiendance
reports, processing personnet documents, handling
payrall Hstings, or distributing payechecks. The

DHrector of Finance or an emplovee of the

accounting unit will be designated as custodian;
such designation must be in writing.

120 Employee and Authorizer Access

121 Employce Badge

1211 Description and Use. Every time and
attendance message or {ransaction must be iden-
tified with the employee’s ID number. A plastic
badge {catled an emplovee badge} with the
employee’s 9-digit D number on it, s made
available to the employee at work locations for use
in entering clock rings into PSDS. Where necessary




UNITED STATES
FOSTAL SERVICE,

Employee Medical Records

Introduction

This instruction, which replaces Chapter 2 of Handbook EL-808, Heath
and Medical Service, provides guidefines for maintaining the status,
availability, organization, and security of employee medicaj records.
These records are essential in the administration of eflective services.

Overview

A comerstone in the development and maintenance of the Postal Ser-
vice Occupational Health Program is the employee medical record.

These employee records are the property of the U.S. Postal Service and
are essential in the administration of effective heatth-related services.

The occupational heaith professional has responsibility for the coflec-
tion, use, organization, disciosure, ang securty of employee medical

tecords, ’

The Postal Service recognizes the sensitive nature of employee medical
records and places great emphasis onthe custodianship and confiden-
tiality of these documents. Postal Service employee medical records are
covered by the Privacy Act. (Privacy Act Systems of Records, System
USPS 120.090, Administrative Suppont Manuaf (ASM} 353, and 5

U.S.C. 552a.)

Although the Privacy Act

applies only to information obtained from records, any medical informa-
tion, whether written or verbal, must be kept confidential, both as a
matter of policy and to avoid legal disputes. The Privacy Act provides
criminal penalties for any emploves who willfully discioses information
nowing that disclosure is prohibited, and for any person who knowingly
andwillfully requests orobtains underfaige pretenses any-reesrds about
another person. The Privacy Act prohibits additional gapyird of

Management Instruction EL-8680-98.
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documents, verbal disclosure of information contained in the docu-
ments. or distribution of the documents to any person not authorized o

receive the information.

Subject to very limited excepfions, such as when release may adversely
afiect the individual, the Privacy ACt permn:  dividuals to obtain access
1o records about themselves. including - -3l records, that are main-
tained in systems of recoros covered & e Act. The Act prohibits
disclosure of an individual's records 10 per=ans outside the Postal Ser-
vice without the individual's express, written consent, except in specified
circumstances (see Aefease of or Access to Restricted Medical informa-
tion). As noted above, information obtained from a record in a Privacy
Act systemn is protected from disclosure by any means. Thus, a wrongfui
disclosure may ocour underthe Privacy Actevenifthe record isaifis not
disclosed (i.e., verbal disclosure of information contained in a record).

The Privacy Act and postal impiementing reguiations at ASM 353 apply
to ail oecupational heatth professionals, including those under contract
with the Postal Service to provide pccupational health services. The
Postal Service retains ownership of medical records held by the Pastal
Service or by an occupational heatth professionai under contract with
the Postal Service 1o provide occupational health services. Contracior
heaith professionals must maintain Postal Service records separate
from their general filing system and must make them available 10 a
Postal Service heatth professional upon request or contract termination.

Postal health professionals are bound by federal statutes and reguia-
tions regarding their conduct. To the extent that conflicts between ethical
standards for such professionals and federal statutes or regulations
exist, the federal statutes or reguiations will generaity take precedence.

Definition

A medical record is any document maintained by the Postal Service or
contracted medical provider that contains medical information about
current or former employees or applicants for employment.

Gategoriés of Medical Records

The Postal Service maintains three distinct types of medical records,
sach of which serves a particular function: (1) restricted medical re-
cords, (2) administrative medical records, and (3) Office of Workers'
Compensation Programs-related medical records. Regardless of the
type, access must be firmited to those individuals who have a legitimate

need to know., .

Management instruction EL-fE0-88-2




Custodians of Medical Becords

Custodians are legally responsible for the retention, maintenance,
protection, disposition, disclosure, and transfer of the records in their
custody, and for seeing that records within the facilities are managed
according o Postal Service policies.

Tofacilitate both medical and administrative furictions, the national med-
ical director delegates custodial responsibility to the senior area medical
directors. Additionally, the associate area medical directors, the occupa-
tional health nurse administrators {OHNAs), and the health unit staff
nurses are considered to have custodial responsibility in the execution
of their daily medicat and nursing activities. it is the OHNA's responsibil-
ity to be aware of the iocation of the restricted medical records of ali
empioyees in the performance cluster.

Forfacilities without health units, it is the responsibility of the installation
head to guarantee that the restricted medical records are maintained

and secured by medicai personnel. The occupational health nurse ad-
ministrator serves as the custodian of the restricted medical records in

the performance cluster (see Authorized Requester Categories).

Restricted Medical Records

Definition
Restricted medical records contain medical information that is highly
contidential, reflect the privileged employee-occupational health provig-
errelationship, and have the most limitations placed on boththeir access
and disclosure. The national medical director is responsible for the han-
dling of all restricted medical records heid by the Postal Service. This
responsibility is delegated to the senior area medical directors and other
medical personnel who are the custodians of medical records main-
tained within the postal facilities. The purpose of this delegation is to
expedite the handling of medically related issues as required by the
Postal Service. )

Cnly medical personnei or postal personnel with a need to know have
access to this material (see Authorized Requester Categories, Adminis-
trative Medical Records, Office of Workers' Compensation Programs-
Related Records). These records are maintained only in medical offices
or faciiities in employee medical folders (EMFs} unless otherwise di-
rectedby the national medical director. These offices orfacilities include:

-~ Health units.
- Offices of the occupational heaith nurse administrators (OHNAS).

Offices of the senior or associate area medical directors,
~— Medical facilities contracted by the Postal Servica.

Management Instruction EL-880-08.2
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Posial Service grmploves medical records held in contracted medical

. tacilities must be sequestered fromthe general facility filing system. The

postal Service is the owner of these records and must be provided with
these records on request. Because contractor records are Postal Ser-
vice records subject tothe Privacy Act, they are subjectto the same rules
of access and disclosure as records maintained by the Postal Service.
If a - <ntractor rece - *s a request for medical records related to a postal
em oyee, the re. .st must be referred to the OHNA or designated
custodian fora resoonss. Records maintained by the contractor mustbe
released to the Postal Service upon canceliation of the contract.

Employee Medical Folder

An employee medical folder (EMF) is established for each amployse or
applicant for whom detailed medical records are obtained or created.
There may be medically related documnents found in the EMF that are
not considered to be restricted medical records.

The EMF includes, but is not fimited to, the following:

- Form 2485, Medical Examination and Assessment.

Other medical documentation used to make suitability determina-
tions.

— Drivers' physical examination records.

— Eorm 1997, Heafth Unit Case Record.

— Laboratory, radiographic, and electrocardiographic records.

————

- Diagnoses.

Medical information used in the assessment of disability retire-

ment requests.

— Medical documentation conceming involuntary separation for
medical reasons.

— Medical documentation conceming limited or light duty as a re-

sult of medical probiems.

Madical and industrial hygiene information relative to toxic expo-

sUres.

— Vaccine record and consent forms.

— Audiometry records, baseline and periodic.

- Medical documents pentaining to dependent child determinations.

— Family Medical Leave Act medical documentation, when it in-
eludes restricted medical information, diagnoses and/or does not
involve a workers’ compensation claim.

— Medical forensic do. ments. I

— Copies of subpoenas for medical recorss.

Restricted medical records include drug and aicohol testing resuits.

Nenrestricted documents refated to drug and alcohol testing may be

maintained in the relevant personnet office.
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Security of Restricted Medical Records

All records containing restricted medical information must be marked

“RESTRICTED MEDICAL” and filed in locked cabinets. Keys must be
kept by medical personnel unless ctherwise directed by the nations!

medical director. These records may be reviewed or released only under
specific conditions and authority. ‘

Release of or Access to Restricted Medical

Information

Every request for review or release of restricted medical records must
be submitted in writing to the records custodian in the format provided
in Attachment 2 and filed in the employee medical folder (EMF) (see
Attachment 2). The requesting individual, except for the subject em-
ployee, must state the purpose for which the medical information will be
used. The requesiter must be provided restricted medical inforration on

& neeg-to-know basis.

Whenever information from a restricted medical record is released 1o
any authorized person, the EMF must note that action, including:

- The purpose as expressed by tha requester.
~— The requester's name, address, and organization.

— The signature of the requester.
— The information released.
— The date the information was released.

An annotated copy of the request letter will serve this pumpose as long
as the letter responds to those requisites {see Attachment 2L

Requesters never automatically receive restricted medical information.
Except as provided below, no more information may be reviewed or
released than is required to satisfy the need. A request for restricted
medical information from any individual not listed in authorized request-
er categories (see Authorized Requester Categories below) must be
forwarded to the senior area medical director.

As noted above, appiicants or employees generally are granted access
to their own medical records. However, in response to an individual's
request for his or her own medical records, the Postal Service records
custodian has the discretion to postpone the release of such records. If
he or she determines that such release may cause hardship or danger
fo the individual, the restricted medical records custodian shall request
the name and address of the employee’s private physician and, if ap-
propriate, forward the records under sealed, restricted cover to that
physician. (See Authorized Requester Categories, Category 1, Em-

vloyees or applicants.)
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Authorized Requester Categories

All requests must be submitied in writing preferably using the fomm
provided in Attachment 2.

Category |
Qeqveste;s of restricted - -ai records or information who may submit
requests directly to the .. al facility or restricted medical record cus-
todian include the following:
- Popstal Officials:

a. Instailation head.

b. Other postal medical personnel.

¢. Human Resources managers.

d. Postal Service injury compensation specialists.

e. Postal Service attorneys and Labor Relations specialists.

In general, those officials identified above shouid, upon request,
receive restricted medical records, and not merely a summary

thereof.

Postal officials who are provided copies of restricted medical re-
cords upon proper request are responsible for the security for such
records, and for protecting such records in accordance with the
Privacy Act. If the medical personnel have any concems about th
release of such records, the issue should be raised with the Na-
tional Medical Director. if a situation occurs where litigation is in
process or imminent, the relevant information may be released
upon oral request, but must be followed immediately with wniten
documentation of the request and response.

— Employees or applicants, i.e., individuals to whom the recci~3
pertain (record subjects) or any designees authorized in writing
by those individuals:

Individuals may obtain copies of their medical records in response
to written requests. No fees may be charged unless the copies ex-
ceed 100 pages (ASM 353.413D).

Individuals may personally review their medical files and, it they
wish, obtain copies of selected records. Generally, records ara
available for inspection and copying during regular business hours,
but any reasonable time and place may be designated (ASM
353.414). Third parties may be present only # authorized in writing
by the individual (ASM 353.325b).

Employees sometimes  .bmit requests, pursuant to either the
Freecom of Informatic =t or the Privacy Act, that seek answers
to quastions or other inormation that is not contained in Postal
Service records. Neither Act requires the Postal Service to provide
such information, but the information may be provided, if appropri-
ate. If a request for information other than records is denied, the
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requester should siilt be advised of the noht o-appeal 1o the Gen-
eral Counsel,
If the Postal Service custodian of restricted medical records deter-

- mines that the refease of all or pant of the records to the employee
or applicant would have adverse effects on the employee, the cus-
todian must provide the requester with the following:.

a. The date, subject, and creator of each record or related set of
records that is being withheld (see Aftachment 3 or

Aftachiment 4).
b. A statermnent that a copy of the requested record will be
released to a physician designated by the employee.
A statement ciling the requester’s right {o appeal the
withholding decision to the Postal Service General Counsel at
Headquarters. The General Counsel, in consultation with the
National Medical Director, will decide the appeal. Attachment
3 or Attachment 4 represents the document that must be
given to the requester when release of restricted medical
record is denied, A copy of Attachment 3 or Attachment 4

must be piaced in the EMF.
— Hequester with authority of compulsory legal process, i.e., Postal
Inspection Service: in the case of an investigation, the inspector
must put the inquiry in writing and submit the request using an
official need-to-know request document or document of similar
format.
Third parties outside the Postal Service: Third parties may ob-
tain an individual's medical records only in specified circum-
stances (see ASM 353.325). The subject individual's consent to
release medical records to third parties must be written. This
consent must be dated not more than one year prior to the date
the request is received. Authorized third parties include:

Disclosure in Emergencies: The Privacy Act authorizes

disclosure “pursuant to a showing of compeliing
circumstances affecting the heafth or safety of an individual.”
Thus, records may be disclosed to handle a medical
emergency. This authority is limited to emergencies, however,
and the individual whose records are disclosed must receive

prompt, written notification of the disclosure.
b. Office of Personnel Management making determinations
relating to:
« Veterans’ preference.
- Disability retirement.
- Benefit entitlement.
¢. Federal t_aeneﬁts program administrators:
- Office of Workers® Compensation Programs.

~ Retired Miltary Pay Centers,

a.
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- Department of Veterans Afiairs.
~ Social Security Adminisiration.

— Fublic Health Service.

d. Contracted community-based medical facilities providing
medical examinations or other medical services.

Category |i
Regquesters of restricted employee medicai records or information who
must submif requests through the employee’s instaflation-headinciude

the following:

— Postal officials, other than those listed in Category 1, acting in an
official capacily and in need of specific information: Madical per-
sonnel must first summarize that portion of the medical record
necessary and relevant to the requester's need. This mustbe a
written summary. If the requester reviews the summary and
claims that the summary is insufficient for their purpose, the med-
ical professional may extract specific portions of the medical re-
cord and deliver this material to the requesting postal official. The
official is responsible for restricting its use and availability to oth-
er persons in accordance with the Privacy Act.

- Collective bargaining representatives, L.e., authorized union rep-
resentatives, acting on behalf of the employee in an official unic
capacity: The representative must demonstrate that the informa-
tion sought is relevant and necessary to collective bargaining.
Medical personnel must ask the Labor Relations official to assist
in a joint decision of relevancy and necessity.

a. In certain cases, employee medical records may be provided
without an employee's authorization to a postal union official
under tha collective bargaining agreement to which the Postal
Service is a party. Requests from postal union
representatives without an employee's authorization must be
carefully reviewed. Information that is relevant and necessary
to collective bargaining is available to an authorized
representative only when acting officially:

b. When a union representative submits a request to inspect an
employee's restricted medical records without the employee’s
authorization, the instaflation head should instruct the
appropriate Labor Relations official to obiain specific answers
from the union representative to the following questions (if not

provided in the request lettery:

— What is the precise bargaining issue, grievance, or contem-
plated grievance involved?

~ Why does the union claim that the information being sough
is refevant and necessary to resoiving the issue or dispute:
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if the union representative provides a response to the above
guestions that the Labor Relations official believes o be
inadequate, the installation head shouid be advised to deny

the request,
If the union representative provides sufficient response and

the Labor Relations official and medical personnel agres that
the medical information is relevant and necessary, the official
will forward the union request to the medical facility where the

record it maintained for disclosure.

Fostal Equal Employment Opportunity officials, i.e., Postal Ser-
vice EEQ counselors and investigators when handling an EED

complaint: Refer to “postal officials” above.
Requesters involved in legal proceedings in which the Postal
Service is a party before a coun, administrative body, or tribunal,
or other adjudicatory body: This does not include Postal Service

attorneys.
Federal, state, or local agencies when thers is an indication of a
violation of the law, whether civil, criminal, or reguiatory in nature:
information contained in employee medical records may be pro-
vided, when necessary, to an agency charged with the responsi-
bility of investigating or prosecuting such violation, or charged
with enforcing or implementing the statute, rule, regulation, or
order invoived.

Occupational Safsty and Health Administration and the National

Institute for Occupational Safety and Health when needed by ei-
ther of these organizations in accordance with 29 GFR 19.

c.

- Auditors:

a. National medical program auditors.

b. Other auditors and group data collectors as deemed
appropriate by the national medical director and the vice
president of Human Resources. Records selected for audit
must have ail employee identifiers eliminated prior to the
audit. '

A request for restricted medical information from anyone not listed in
Category | or Category If must be forwarded to the responsible area

medical director,

Supervisor Handling of Medical Information

Medical documentation is necessary to certify the need for medicaliy
related absence, sick leave, light duty, or other administrative activities
or decisions. Medical documents received by a supervisor from an em-
pioyee that contain a diagnosis are considered to be restricted medical

rords and must be forwarded to the local medical records custodian
wi placement into the emplovee medical folder. Supervisors, upon re-
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ceipt of restricted medical documentation, are subject t¢ Privacy /4
requirements eonceming the proper handling of restricted medical infor-

maton.

Withholding Release of Restricted Medical

Records

Restricted medical records are exempt from mandatory public disclo-
sure under Section (b)(6) of the Freedom of information Act (5 USC 852
{b)(6)). An FOIA requester who does not fit into one of the authorized
requester categorie= must be denied the information requested and
advised of his or her appeal rights {ASM 352.54).

The requester shouid be provided the foliowing if the request is denied:

- The date, subject, and creator of each record or related set of
records that is being withheld {see Attachment 3).

A statement citing the requester’s right to appeal the withholding
decision to the Postal Service general counsel at Headquarters.
The generai counsel, in consuitation with the national medical
director, will decide the appeal (ASM 353.433¢c). Attachment 3
represents the document that must be given to the requester
when release of restricted medical records is denied. A copy of
Attachment 3 should be placed in the EMF (ASM 353.428b-<c).

Before denying an individual's request for access to his or her ow.
medical records, the medical director or designee must consult with
{ abor Relations or Postal Service counse! (ASM 353.428a and Autho-

rized Requester Categories, Category I).

Individual’s Right of Amendment

The Privacy Act permits individuals to request amendment of their re-
cords on the grounds that the records are not accurate, reievant, timely,
or complete. Most requests for amendment involve challenges to the
accuracy of the records. A record need not be amended, however,
unless it is factually inaccurate. An individual's disagreemant with pro-
fessional opinions, diagnoses, or evaluations is not grounds for amend-
ment. If a request for amendment is denied, the requester must be
advised of the right to appeal to the General Counsel.

Transfer or Mailing of Medical Records

Erocedures for transferring or mailing medical records are uutlined as

follows: ) .

— Employee is trans-zrred from one Postal Service dufy station {0
another. The medical folder should be double-enveloped anc the
inner envelope should be marked “RESTRICTED MEDICAL —tr

be opened by medical personnel only” and sent to the listrict
accupational health nurse administrator.
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— The employee is being transferrsd 1o another Federai agency.
Copies of restricted medical records may be sent by Postal Ser-
vice medical records custodians directly to other Federal agency

- medical records custodians only if such record tranisfer is re-
quested in writing by the record subject. Postal medical record
custodians are not to send records to other agencies as a roufine
procedure. Postal medical reconds are not to be merged with oth-
er Federal agency medical records. However, when an individual
is transferred from another Federal agency o the Postal Service,
that agency’s medical records may be merged in the Postal Ser-
vice EMF. When the Postai Service receives a request froma
former employee, other Federal agencies, or third-party request-
er for access and release of these other agency medical records
{previously received either in an OPF or from a newly hired em-
ployee), the Postal Service forwards copies of those medical re-
cords (for determinations on releasability) only to the address
below. The Postal Service will notify the requester of the referral.

OPM'S OPF/EMF ACCESS UNIT
PO BOX 18873
5T LOUIS MO 831180673
Note: Postal Service medicai records may be identified by the
dates of employment of the postal employee as they relate
to the records. This inciudes Form 1997, as well as other
medical documents.
Duplicate copies of restricted medical records must always be sent by
certified mail. Originals must be mailed by registered mail, with a retumn
receipt requested, and a copy should be maintained at the medical

facility.

Federal Record Centers and Record Storage

and Retrieval

The Postal Service is currently transferring medical records for em-
ployees separated on or before December 31, 1989 {0 the Federal
Recard Centers (FRC) and to the National Personnel Records Center
(NPRC) in 8t Louis, MO for employees separated on or after January

1, 1880,

On an annual basis, occupational health nurses should purge the re-
cords of all separated employees and transfer them to the appropriate
record center. Be sure to maintain a list of all EMEs that have been
forwarded from your office in order to facilitate fuffilling requests forthese

records at 3 future date.

EMFs should be sent by registered mail to-

TIVILIAN PERSONNEL RECORDS
ATIONAL PERSONNEL RECORDS CENTER

1T WINNEBAGOD ST

STLOUIS MO s3118-4108
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Retrieval of Separated Empioyee Folders
Written requests for medical records will bie routed through the National
Medical Director at Headquariers:

NATIONAL MEDICAL DIRECTOR
OFEICE OF SAFETY AND RISK MANAGEMENT
ML -IAN RESOURCES DEPARTMENT

USPS HEADQUARTERS
475 UENFANT PLAZA SW RM 8801
WASHINGTON DC 20260-4235

Retrieval From the Federal Record Centers

Only medical directors may retrieve medical records from the FRCs.
Medical directors must use Optional Form: 11, Reference Request —
Federal Record Center. FEDSTRIF ordering offices order this form di-
rectly from General Services Administration (GSA); non-FEDSTRIF or-
dering offices order this form directly from their supporting MSC supply
section or their GSA Customer Supply Center. ‘

Administrative Medical Records

Definitions

Administrative medical records are documents that may contain medical
information and have limitations placed upon their access or disclosure.
These documents provide medical information necessary for manage-
ment decisions and document management actions.

Custodian: There may be multiple custodians of administrative medical
records. Custodians are legally responsible for the retention, mainte-
nance, protection, disposition, disclosure, and transfer of the records in
their custody, and for seeing that records within the facilities are man-

aged according to Postal Service policies.

This medical information is maintained by non-medical personnel and
is filed in the official personnel! folder or within other related files.
Administrative medical records include, but are not limited to:

— Physician statements relative to the employee's fitness-for-duty
that contain no restricted medical information.

- Unrestricted portions of Medical Examination ard Assessment
(Form 2485, pages 1 and 8.

- Authotization for Medical Attention {(Form 3856).

—  Sick leave requests.

—~  Blood donation records.

- Medical suitability waivers.

—  Applicant Drug Test personnel notification form.
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-~ Dependent child determinations based on medical information,

Access
Administrative records may be accessed by postal managers or their
designees who have a legitimate need to know.

Office of Workers’ Compensation
Programs-Related Records

OWCP medical records relate specifically 1o employee job-related injury
or illness. These records are ultimately maintained by injury compensa-
tion personnei and include medical information relating to the diagnosis,
treatment, and prognosis of injuries or illness for which compensation is
or may be claimed. Copies may also be maintained in the EMFE. Docu-
mentation inciudes Department of Labor forms and relevant medical
information submitted by a physician or other health care provider.
OWCP-related records may be made avaiiable to postal managers and
other authornized officials for injury compensation program matters (ELM

540).

wubpoenas

To the extent required by law, medical personnei must comply with
subpoenas, court orders, or other legal processes calling for the disclo-
sure dof restricted medical records. When the United States or the Postal
Service is not a party to a lawsuit, the release of medical information or
records pursuant to a subpoena or court order in litigation is govemed
by the Privacy Act and the Postal Service’s Touhy regulation at 39 CFR
256.12. When restricted medical records are released in responsatoa
subpoena or court order, the medical record custodian must include a
cautionary statement as to the possible adverse effect #f information
from the record were known to the subject or {o the public. The manager
of Human Resources and the Fostal Service General Counsel in the
relevant area or district should be contacted immediately upon receipt

of a subpoena.

Fitness-for-Duty Examinations and
Helease of Medical Information

Fitness-for-duty examination medical reports, submitted by the examin-
ing or consulting physician, are sent 1o the Postal Service associate

dical director (AMD) for review. These reports are considered re-
stricted medical information and must be handled as such. Upon
completion of the review process, the AMD makes 2 recommendation
based vpon the examination or consuliation findings to management
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through the district manager of Human Fesources of his or her desi¢

nee. In the event that the district manager of Human Resources COnsio

ers that full disciosure of the report is necessary, he or she should
contactthe AMD. The district manager of Human Resource: orhis orher
designee is desmed to have a fegitimate need to know (sc - Authorized
Reaquester Categones. Category 1), and the AMD sheco..a honor the
reguast. The AMD must advise e district manager of Human Re-
sou: ses conceming the significar - of relevant information comainad in
the report. !f a dispute develops be..seen the AMD and the district man-
ager of Human Resources over disclosure, such dispute wiil ba resolved
by the area medical director in consultation with the area manager of

Human Resources.

The district manager of Human Resources is responsible for sateguard-
ing the confidentiality of restricted records and limiting access to those
who have a specific need to know. The confidential information must be
segregated from other records whilein the custody of Human Resources
personnel. Upon resolution of the issues under consideration, all confi-
dential information must be returmed to the official custodian.
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An. Loment :
Authorized Reguester Categories

Authorized Requester Categories

CAUTION: Requesters in this list never automatically receive restricted medical information. No more
information may be disclosed than is required to satisty the need. A request for restricted medical informa-
tion from anyone not listed in Categories | and li must be forwarded io the Area Medical Director. He-

questers are identified in Privacy Act Systern 120.080 (ASM, Appendix B).
All requests must be submitted in writing, prefersbly using the form demonstrated in Attachment 2.

Category |
Requesters of restricted medical records or information who may submit requests directly te the medical facility or
restricted medical record custodian include the following:

Postal officials: Installation head, other medical personnel, Human Resources managers, Postal Service Injury

A,
Compensation specialists, Postal Service attomeys and Labor Relations representatives.

Requesters with authority of mmpulsorf jegai process such as subpoenas: Includes Postal
Inspection Service.
. Third parties in limited situations only:

1.  Emergency Medical Personnel,
2. Offica of Personnel Management: Veterans' Preference, Disability Retirement, Benefit Entitiernent.

3. Federal benefits program administrators: Office of Workers' Compensation Programs, Retired Military
Pay Centers, Depariment of Veterans Affairs, Social Security Administration, Public Health Service.
4. Community-based medical facilities.

D. Subject employees or applicants.

Category i
Requesters of restricted employes medical records or information who must submit requests in writing through the
employee’s installation head include the following:

A. Postal officials, other than those listed in Category |

8. Coliective bargaining representatives.
=. Postal Equal Employment Gpportunity officials.
Requesters for legail proceedings in which the Postal Service s 5 party: This does not include Postal Ser-

vice aitomeys.
Federsl, state, or locai sgencies when there is an indication of a violation of the law, whether civil, criminal, or

regulatory in nature.
. Decupational Safety and Health Administration snd the Nationa! Institute for Cecupstinnel Saifety snd
Heaith when needed by either of these organizations in accordance with 29 CFR 18

udiors: National Medical Program auditors, their auditors and group data collectors as deemed appropriate by
410 national medical director and the vice president of Human Resources, Hecords selected for audit must have

ali ermnploves identifiers eliminated prior to the audit.
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Attachmeni 2

Request for Medicai Information {Restricted Medical Ree:@rés}

UNITED STATES
il POSTAL SERVICE

REQUEST FOR MEDICAL INFORMATION
(RESTRICTED MEDICAL RECORDS)

Requests for restricted medical information must be submitted in writing. Mi EL-860-98-2, Employee

Medical Records, cites the categories of requesters as well as to whom the request must be sub-
mitted. Requests that are not sent directly to the Medical Director or Occupational Health Nurse Ad-

ministrator are submitted to the instailation head.
58N

Name of Employee

Requester's
Name Tille

Information Regquested

Reason for Request

Signature of Requester

Signature of Empioyee

Signature of Instaliation
Head/Designee Date

u“*—”mm-——&un—h*—»mmm-wuhmmc—n—““uh#”m_—wﬁ—hﬂ——&-—.—_“&—-—u—mm_—“&ﬁ

MEDICAL FACILITY ACTION

Action Taken

information ReleasedDenied

Hequester’s Signature
Date

Custodian's Signaturse

Note: Retain this document in the employee’s medical folder,
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Altachment 3 ) .
Restricted Medical Records Withheid

RESTRICTED MEDICAL RECORDS WITHHELD

In accordance with Ml EL-860-88-2, Employee Medical Recorus, the restricted medical record that has

been requested is being withheld.

The custodian of restricted medical records withholds release of the requested information for the follow-

ing reason(s).

insufficient 'Need to Know' justification.

Release of pa.rt or ali of the requested information to this requester would
have adverse effects or impact negatively upon the empioyee.

Other

Date of withheld

document/information

Subject of the withheld document/information

Creator of the withheld documeniinformation

The custodian of restricted medical records may determing that the requested document or information

wiil be released to a physician designated by the employee. This includes requests made by the
employee when the custodian determines that release of the information should be through the
employee's private physician.

The requester has the right 1o appeal the withholding decision to the Postal Service General Counsel at
Headquarters. The General Counsel, in consultation with the National Medical Direcior, will decide the

appeal.

Hequester’s signature Date
Requester's name (print)
Custodian's signaturs Date

Custodian’s name {pring)
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Altachmment 4 ,
Sampie Letter Denving an ing

ividual's Reguest for His or Her Own Medics! Becords

|

UMNITED STATEX
FOSTALSERVKE

SAMPLE LETTER DENYING AN INDIVIDUAL'S REQUEST FOR HIS
OR HER OWN MEDICAL RECORDS

Dear Medical Records Requester:

This responds to your letter dated [__date_ ], in which you requested a complete
copy of your Pastal Service medical file. Enclosed are {__number.__] pages of
recorts from your file. It has been determined, however, that the report of the
examination conducted by Dr. [__name__] on[__date__] could have an adverse
effect on you if it is released directly to you. Therefore, the report will be provided
only to a physician designated by you. if you wish to designate a physician to
receive the repon, please submit a written designation to this office.

It you consider this letter to be a denial of your request, you may submit an ap-
peal to the General Counsel, United States Postal Service, 475 L'Enfant Plaza,
SW, Washington, DC 20260-1100. A letter of appeal must include: (1) reasonable
identification of the records to which access was requested, {2) a statement of the
action appealed and relfief sought, and (3) copies of the request, notification of
denial, and any other related correspondence. The appeal procedure may be

found in ASM 353.433¢c.

[ sioned ]

A¥E LEnrant PLazs SW AM 10022
Wasrenayon DO 200660010
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